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E-Safety Policy 
 
E-Safety encompasses Internet technologies and electronic communications 
such as mobile phones and wireless technology. It highlights the need to 
educate children and young people about the benefits and risks of using new 
technology and provides safeguards and awareness for users to enable them 
to control their online experiences. 

The College’s e-safety policy will operate in conjunction with other policies 
including those for Student Behaviour, Bullying, Curriculum, Data Protection 
and Security. 

 

Good Habits 
 
E-Safety depends on effective practice at a number of levels:  

 Responsible ICT use by all staff and students; encouraged by education 
and made explicit through published policies. 

 Sound implementation of e-safety policy in both administration and 
curriculum, including secure College network design and use. 

 Safe and secure broadband from the Edit including the effective 
management of content filtering.  

 National Education Network standards and specifications.  
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College e-Safety Policy 
 
The College will appoint an e-Safety group. This will be the Deputy Head, 
Designated Child Protection staff, the head of Computing, the Business 
Manager and the Data Officer. 
 

Roles and Responsibility 

 

Concern Report to: 

Safeguarding Ms Howe 
Ms Murphy 
Ms Corby 
Mr Costello 

IT or equipment Mr Molloy 
Mr Lyons 
Mr Fox 

E-Safety Mr Lyons 
Ms Howe 
Mr Fox 

 
  
Our e-Safety Policy has been written by the College. It has been agreed by 
the Senior Leadership Team and will be approved by governors.  

 

Scope of the Policy  
 
The policy applies to all users/all students and staff/all members of the School 
community who have access to the School IT systems, both on the premises 
and remotely.  
 
The E-Safety Policy applies to all use of the internet and forms of electronic 
communication such as email, mobile phones and social media sites.  
 
The Education and Inspectors Act 2006 empowers Head teachers to such 
extent as is reasonable, to regulate the behaviour of students when they are 
off the School site, and empowers members of staff to impose disciplinary 
penalties for inappropriate behaviour.  
 
This is pertinent to incidents of cyber-bullying or other E-Safety incidents 
covered by this policy, which may take place outside Savio Salesian College, 
but is linked to membership of Savio Salesian College.  
 
The 2011 Education Act increased these powers with regard to the searching 
of electronic devices and the deletion of data.  
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In the case of both acts, action can only be taken over issues in line with the 
Behaviour Policy.  
 
Savio Salesian College will deal with such incidents within this policy, 
associated behaviour and anti-bullying policies.  
 
We will, where known, inform parents/carers of the incidents of inappropriate 
E Safety behaviour which takes place at Savio Salesian College. 
 

 

Why is Internet use important? 

 
The purpose of Internet use in College is to raise educational standards, to 
promote student achievement, to support the professional work of staff and to 
enhance the College’s management information and administration systems. 
 
Internet use is part of the statutory curriculum and a necessary tool for 
learning. It is an essential element in 21st century life for education, business 
and social interaction. Access to the Internet is therefore an entitlement for 
students who show a responsible and mature approach to its use. Our 
College has a duty to provide students with quality Internet access  
 
Students will use the Internet outside College and will need to learn how to 
evaluate Internet information and to take care of their own safety and security. 
 

How does Internet use benefit education? 

 
Benefits of using the Internet in education include: 

 Access to learning wherever and whenever convenient 

 Access to world-wide educational resources including museums and 
art galleries 

 Educational and cultural exchanges between students world-wide 

 Access to experts in many fields for students and staff 

 Professional development for staff through access to national 
developments, educational materials and effective curriculum practice; 

 Collaboration across support services and professional associations; 

 Improved access to technical support including remote management of 
           networks and automatic system updates; 

 Exchange of curriculum and administration data with the Local 
Authority and DCSF 

 For the provision of remote learning 
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How Can Internet Use Enhance Learning? 

 

 The College Internet access will be designed expressly for student use 
and includes filtering appropriate to the age of students  

 Students will be taught what Internet use is acceptable and what is not 
and given clear objectives for Internet use  

 Internet access will be planned to enrich and extend learning activities.  

 Staff should guide students in on-line activities that will support learning 
outcomes planned for the students’ age and maturity 

 Students will be educated in the effective use of the Internet in 
research, including the skills of knowledge location, retrieval and 
evaluation 

 

Remote Learning Provision 

 

 In the event of extended absence due to illness or self-isolation work 
will be set by all teachers for pupils to complete via the Teams 
platform.  

 All remote learning will follow the school curriculum as closely as 
possible however for more practical subjects such as PE and Design 
and Technology Savio Salesian College accepts that this may not 
always be possible.  

 For individual students absent due to illness or self-isolation teachers 
will post assignments for students that will contain learning materials, 
and activity and links to any other external websites that may be 
required.  

 Teachers will check the work and provide feedback in line with their 
departmental marking policy.  

 For bubbles of pupils self-isolating the school will offer a full schedule 
of live lessons following the time table of the normal school day.  

 Live lessons will consist of a video call from a teacher that will teach 
the lesson content and direct students to complete appropriate learning 
activities.  

 If staff are self-isolating the expectation, if they are well enough to do 
so, is to deliver lessons remotely from home in the same manner with 
pupils in class watching the live feed and completing tasks while being 
supervised in school by another colleague.  

Authorised Internet Access 

 
 The College will maintain a current record of all staff and students who 

are granted Internet access 

 All staff must read and sign the ‘Acceptable ICT Use Agreement’ 
before using any College ICT resource 

 Parents will be informed that students will be provided with supervised 
Internet access  
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 Parents will be asked to sign and return a consent form for student 
access 

 Students must apply for Internet access individually by agreeing to 
comply with the Responsible Internet Use statement 

World Wide Web 

 

 If staff or students discover unsuitable sites, the URL (address), time, 
content must be reported to the Network Manager, head of computing 
or Deputy Head. 

 Savio Salesian College will ensure that the use of Internet derived 
materials by students and staff complies with copyright law 

 Students should be taught to be critically aware of the materials they 
are shown and how to validate information before accepting its 
accuracy 

Email 

 

 Students may only use approved e-mail accounts on the College 
system 

 Students must immediately tell a teacher if they receive offensive e-
mail 

 Students must not reveal personal details of themselves or others in e-
mail communication, or arrange to meet anyone without specific 
permission 

 Access in College to external personal e-mail accounts may be blocked 

 E-mail sent to external organisations should be written carefully and 
authorised before sending, in the same way as a letter written on 
College headed paper 

 The forwarding of chain letters is not permitted 

Social Networking 

 

 The College will should block/filter access to social networking sites 
and newsgroups unless a specific use is approved 

 Students will be advised never to give out personal details of any kind 
which may identify them or their location 

 Students should be advised not to place personal photos on any social 
network space  

 Students should be advised on security and encouraged to set 
passwords, deny access to unknown individuals and instructed how to 
block unwanted communications. Students should be encouraged to 
invite known friends only and deny access to others 

 

Filtering 
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The College will work in partnership with the Local Authority and Becta to 
ensure filtering systems are as effective as possible. 
 

Video Conferencing 

 

 Video conferencing is now being used via Teams for the delivery of 
remote learning. 

 Video conferencing should only be used in school for the provision of 
remote learning. 

 Staff should record all Video lessons in Teams.  

 Pupils should ask permission from the supervising teacher before 
making or answering a videoconference call. 

 Video conferencing will be appropriately supervised for the pupils’ age. 
 

Managing Emerging Technologies 

 

 Emerging technologies will be examined for educational benefit and a 
risk assessment will be carried out before use in College is allowed 

 Mobile phones will not be used for personal use during lessons or 
formal College time. The sending of abusive or inappropriate text 
messages is forbidden 

 KKS is the chosen method of SMS contact with parents and students 

  

Published Content and the College Web Site 

 

 The contact details on the Web site will be the College address, e-mail 
and telephone number. Staff or pupils personal information will not be 
published  

 The Headteacher will take overall editorial responsibility and ensure 
that content is accurate and appropriate  

 

Publishing Students’ Images and Work  

 

 Photographs that include students will be selected carefully and will be 
appropriate for the context 

 Students’ full names will not be used anywhere on the Web site or 
Blog, particularly in association with photographs 

 Written permission from parents or carers will be obtained annually  
before photographs of students are published on the College Web site 

 Work can only be published with the permission of the student and 
parents  
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 Information System Security 

 

 College ICT systems capacity and security will be reviewed regularly  

 Virus protection will be installed and updated regularly 

 Security strategies will be discussed with the Local Authority. 
 

Protecting Personal Data 

 

Any processing of personal information needs to be in compliance with the 
GDPR legislation and Data Protection Act 1998.  
 
Any device on which images are stored must be immediately given to ICT 
help desk for approval and storage.  
 
Images must not be shared by staff or students.  
 
Savio Salesian College collects and stores the personal information of 
students and staff.  
 
The School will keep that information safe and secure and will not pass it on 
to anyone else without the express permission of the learner/parent/ carer.  
 
Only names and work email addresses of (senior) staff will appear on the 
School website.  
 
No staff/students’ personal information will be available on the website.  
 
Staff must keep students’ personal information safe and secure at all times.  
 
When using an online platform, all personal information is password 
protected.  
 
No personal information of individuals is permitted offsite.  
 
Every user of IT facilities is required to log off on completion of any activity, or 
when they are physically absent from a device. 
 
All School mobile devices such as a laptop, USB (containing personal data) 
require to be encrypted, password protected and signed out Assessing Risks 
 
The College will take all reasonable precautions to prevent access to 
inappropriate material. However, due to the international scale and linked 
Internet content, it is not possible to guarantee that unsuitable material will 
never appear on a College computer. Neither the College nor Sefton 
Metropolitan Council can accept liability for the material accessed, or any 
consequences of Internet access.   
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With the current unlimited nature of internet access, it is impossible for Savio 
Salesian College to eliminate all risks for staff and learners. It is our view, 
therefore, that the School should support staff and learners to stay e-safe 
through regular training and education.  
 
This will provide individuals with skills to be able to identify risks 
independently and manage them effectively.  
 
Resources to support students and staff (KCSIE 2020) include: 
 

 Be Internet Legends developed by Parent Zone and Google is a free 
internet safety curriculum with PSHE accredited lesson plans and 
teaching resources for Key Stage 2 pupils  

 

 Disrespectnobody is Home Office advice and includes resources on 
healthy relationships, including sexting and pornography  

 

 Education for a connected world framework from the UK Council for 
Internet Safety supports the development of the curriculum and is of 
particular relevance to RSHE education and Computing. It is designed, 
however, to be usable across the curriculum and beyond (covering 
early years through to age 18) and to be central to a whole school or 
college approach to safeguarding and online safety 

 

 PSHE association provides guidance to schools on developing their 
PSHE curriculum  

 

 Teaching online safety in school is departmental guidance outlining 
how schools can ensure their pupils understand how to stay safe and 
behave online as part of existing curriculum requirements  

 

 Thinkuknow is the National Crime Agency/CEOPs education 
programme with age specific resources  

 

 UK Safer Internet Centre developed guidance and resources that can 
help with the teaching of the online safety component of the Computing 
Curriculum 

 
The College will audit ICT use to establish if the e-safety policy is adequate 
and that the implementation of the e-safety policy is appropriate.  
 

Handling e-safety Complaints  

 

 Complaints of Internet misuse will be dealt with by a senior member of 
staff 

 Any complaint about staff misuse must be referred to the Headteacher. 

 Complaints of a child protection nature must be dealt with in 
accordance with College child protection procedures   
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 Pupils and parents will be informed of the complaints procedure 
 

 

Communication of Policy 

Students 

 Rules for Internet access will be posted in all ICT rooms 

 Students will be taught, through Computing and ICT lessons, how to 
access online learning provision and email via Teams.  

 Students will receive lessons in ICT and PSHE in online safety.  

 Students will be informed that Internet use will be monitored  

 

Staff 

 All staff will be given the College e-Safety Policy and its importance 
explained. 

 Staff should be aware that Internet traffic can be monitored and traced 
to the individual user. Discretion and professional conduct is essential 

 Staff that manage filtering systems or monitor ICT use will be 
supervised by senior management and have clear procedures for 
reporting issues 

 

Parents 

 Parents’ attention will be drawn to the College e-Safety Policy in 
newsletters, the College brochure and on the College Web site  

 For pupils self-isolating due to COVID-19 a schedule of the days 
lessons will be shared with parents via email and the schools social 
media platforms  

 Support pages will be set up on the school website to demonstrate to 
parents how pupils access work on Teams and how to return work to 
teachers 

 

Incidents and Response  

 

Where an E-Safety incident is reported to the School, the matter will be dealt 
with very seriously. The School will act immediately to prevent, as far as 
reasonably possible, any harm or further harm occurring to students or 
employers.  

 

If a student wishes to report an incident, they can do so to their Head of Year, 
Form Tutor or other appropriate staff member. Where a member of staff 
wishes to report an incident, they must contact their line manager as soon as 
possible.  
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Following any incident, the School will review what has happened and decide 
on the most appropriate and proportionate course of action. Sanctions may be 
put in place, external agencies may be involved or the matter may be resolved 
internally depending on the seriousness of the incident. 

 

Feedback and Further Information  

 
Savio Salesian College welcomes all constructive feedback on this and any 
other School policy. If you would like further information then please contact, 
Mr Lyons or Mr Fox.  
 
Safeguarding The use of technology has become a significant component of 
many safeguarding issues. Child sexual exploitation; radicalisation; sexual 
predation; technology often provides the platform that facilitates harm.  
 
Savio Salesian College approach is to protect and educate the whole school 
community in the use of technology and we will work to identify and intervene 
where appropriate.  
 
The breadth of issues classified within online safety is considerable:  
 

 content: being exposed to illegal, inappropriate or harmful material; for 

example pornography, fake news, racist or radical and extremist views;  
 

 contact: being subjected to harmful online interaction with other users; 

for example commercial advertising as well as adults posing as 
children or young adults   

 

 conduct: personal online behaviour that increases the likelihood of, or 

causes, harm; for example making, sending and receiving explicit 
images, or online bullying.   

 
Our Computing and ICT department monitor software in school, this will be 
reviewed, updated and checked regularly. On occasions, unacceptable 
websites might be accessed inadvertently; if this occurs IT help desk will 
actively look to close down access immediately. It will be logged and reported 
to the Headteacher, Designated Safeguarding Lead and to the head of 
Computing 
 
Savio Salesian College will teach children about online safety to ensure our 
pupils understand how to stay safe and behave online as part of our 
curriculum.  
 
Savio Salesian College recognises that many children have unlimited and 
unrestricted access to the internet via 3G, 4G and 5G in particular. We will 
manage this by:  
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 teaching children about online safety  
 

 not allowing children to use personal electronic devices during the 
school day  

 

 not allowing children to take images of other children or staff   
 

 only allowing children to access their personal electronic devices off 
the school premises or in the company of a senior member of staff, or 
post end of school day.  

 
We recognise that all information technology, whether personal or work 
based, is a whole school issue and all staff have a duty to be vigilant. 
 
Safe use of electronic devices  
 
Savio Salesian College will take all reasonable measures to ensure the safety 
and welfare of our children in our care. All staff’s personal electronic devices 
are not permitted for use, in the presence of children.  
 
Therefore we will ensure that we take measures including;  
 

1. All personal electronic devices will be kept in a secure place and 
should not be accessed throughout contact time with the children, 
unless for an emergency.  

 
2. Photographs or images of any children within our care may only be 

taken following parental consent and only using a school device and 
those images should remain within the setting  

 
3. When on outings, electronic devices may only be used to make or 

receive phone calls relating directly to ensuring the safety and well-
being of the children. 

 
Savio Salesian College will follow the good practice guidance from the 
Information Commissioners Office, on taking photographs in educational 
institutions. In the interests of safeguarding a common sense approach on a 
case by case basis will be taken in this area. 
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Referral Process – Appendix A 
 

E-Safety Rules– Appendix B 
 

Letter to parents – Appendix C 
 

Staff Acceptable Use Policy – Appendix D 
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Appendix A 

Flowchart for responding to e-safety incidents in College 

 

 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 
 

E-Safety 
Incident 

Unsuitable 
materials 

Report to 
Deputy Head 

If student: review 
incident and 
decide on 

appropriate course 
of action, applying 

sanctions as 
necessary 

Inappropriate 
Activity 

If staff: review 
incident and 
decide on 

appropriate course 
of action, applying 

sanctions as 
necessary 

Debrief 

Review 
policies and 

technical tools 

Implement 
changes 

Monitor 

Contact  
HoY 
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Adapted from Becta – E-safety 2005 

E-Safety Rules 
 

These E-Safety Rules help to protect students and the College by 
describing acceptable and unacceptable computer use. 

 The College owns the computer network and can set rules 
for its use. 

 It is a criminal offence to use a computer or network for a 
purpose not permitted by the College.  

 Irresponsible use may result in the loss of network or Internet 
access. 

 Network access must be made via the user’s authorised 
account and password, which must not be given to any other 
person.   

 All network and Internet use must be appropriate to education.   

 Copyright and intellectual property rights must be respected. 

 Messages shall be written carefully and politely, particularly as 
email could be forwarded to unintended readers.   

 Anonymous messages and chain letters are not permitted. 

 Users must take care not to reveal personal information through 
email, personal publishing, blogs or messaging.  

 The College ICT systems may not be used for private purposes, 
unless the head teacher has given specific permission. 

 Use for personal financial gain, gambling, political activity, 
advertising or illegal purposes is not permitted. 

 
The College will exercise its right to monitor the use of the College’s computer systems, including access to 
web-sites, the interception of e-mail and the deletion of inappropriate materials where it believes unauthorised 
use of the College l’s computer system may be taking place, or the system may be being used for criminal 
purposes or for storing unauthorised or unlawful text, imagery or sound. 
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This policy was reviewed and approved by the 
Governing Body of Savio Salesian College 

 
 
 
 
 

December 2020 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 

 
 
 

This policy is due for renewal in three years 
 

 


